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Abstract—Zigbee Technology is one of such progression in wireless technology. Wireless is not a new technology as wireless networking 

and wireless internet are already in use. Zigbee is a set of specifications for wireless personal area network (WPAN). Digital radio is a 
connection between computer and its related devices. It is using high-level communication protocols.   it has low-power digital radios, such 
as for home automation, medical device data collection, and other low-power, low-bandwidth needs, designed for small scale projects 

which need wireless connection. Hence, Zigbee is a low -power, low data rate, and close proximity (i.e., personal area) .  Zigbee connect to 
sensor operating at 2.4GHZ with data rate of 250Kps .the Z-Wave operated 915MHZ and large radio range but with data rate. Zigbee is a 
range of techniques. At a first level Zigbee networks apply a coding mechanism to radio transmissions... It using mesh wireless network. 

WSN is spatially of diapered and dedicated sensor for monitoring and recording the physical conditions.  Battery is embedded form of 
energy harvesting. Large scale deployment cross layer design is used to optimal modulation transmission performance Range but with 
lower data rate. 
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——————————      —————————— 

1 INTRODUCTION                

Zigbee is based on the  high level communication protocol 
used to create personal area network.[3] wireless  
networking  of   millimeter –scale  sensor nodes  work .[2]  
.Zigbee technology is used in low power digital radios, 
such as for home automation ,medical device data 
collection, low-power. [4]Zigbee technology and its 
application on wireless  meter reading  system .[2] Design  
and  implementation  of Zigbee  network system based  on  
the transparent   mode  .Its  performed in  automation, 
medical device data collection.[5] Zigbee   and   Bluetooth   
strength  and weakness  of industrial   application. .The 
low-power low-bandwidth is designed to small scale 
projects and wireless connection. Zigbee is a low-power, 
low data rate to design for home automatic machines and 
medical purpose. ZigBee is standard developed for [9] the 
ZigBee Alliances for personal-area networks. Consisting the 
270 companies includes the free scale, Ember, Mitsubishi, 
Philips, Honeywell, and Texas Instruments. The ZigBee is 
performed at the range of 802.15.4. The layer used in the 
zigbee are Media Access Control and physical layers for 
low-rate wireless personal-area network .The ZigBee  offers 
the stack profile for the network, security, and application 
layers. The developers are responsible for creating 
application profiles or integrating to develop the specific 
applications and control network. The ZigBee specified the 

undergone of multiple modifications.  

2 LITERATURE REVIEW 

Wireless sensor network is application to are   wirelessly 
patient monitoring and wireless fitness monitoring. 
Advanced (MEMS) aided smart sensor development. use 
industrial, contraction ,consumer etc… high  level 
communication protocol ,features low power and low rate  
cost(WPAN)  short range of  with low rates   .achieve the 
long battery life , support in 240 application . Sensor 
technology modern communication technology, standard 
development based (SOC) mainly used in military use. 
R&D physical and network layer to used assignment/large 
stages or theoretical analysis to wireless senor networks. 

 

Fig 1: Zigbee communication protocol 

The Zigbee devices are limited at the rate of 250kbps 
compare with Bluetooth pipeline. The non-commercial 
purpose was the general public to the Zigbee 
communication protocol of the Bluetooth devices. In the 
star network topology the mixed mesh network is used. 
The target for the communication system is a saving battery 
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powers. In this technology the AES algorithm is used to 
secure the Zigbee. It specifically designed for home area 
networks. It’s created for satisfy to the markets for a cost-
effective wireless network that supports low data rates. The 
protocols stack structure in layers. The devices are used in 
the many sectors. In the monitoring scenarios the home 
environment to monitor the safety hazards it includes the 
water toxic gases and fire.  The sensors are used to 
measuring the electrocardiogram and skin temperature. It 
makes the sensor belt remarkable applications in wireless 
hospitals. The wirelesses’ is being popular in healthcare on 
biomedical engineering. The laboratory tests described the 
sensors. 

3 ZIGBEE CHARACTERISTICS 

The focus and wireless sensor networking applications, 
ZigBee Technology are one of such progression in wireless 
technology. Wireless is not a new technology as wireless 
networking and wireless internet are already in use. 

 Low cost. 

 Low data rate. 

 Easy to implementation. 

 Zigbee can establish the networking. 
 Zigbee is used in packets compared with Wi-Fi and 

Bluetooth. 

 Supports up to 65,000 nodes contended networks.  

3.1 Advantages 

Setting up the network is very simple and easy. 

 Zigbee is a flexible network structure. 

 .It’s a very long battery life. 

 Low power consumer. 

 Easy to install. 

 Easy to implementation. 

 Very low cost. 

3.2 Disadvantages 

 Low transmission rate. 

 It’s not secure systems. 

 It used to indoor wireless application. 

 Not use in outdoor. 

4 TYPES 

 .End device 

 .Routers 

 .Zigbee trust center. 

 .Zigbee gateway 
4.1 End Device 
 An end device is an RFD. The RFD operates is a limited set 
of the MAC layer, it consume less power. The end device 
child can be connected to router or coordinator parent. It 
also operates at low print volume power, meaning it’s 
consumes power only transmitting the information.  Zigbee 

architecture is designed to a end device transmission time 
is short. The end device performs in a function Joins leaves 
a network to Transfers application packets. 
4.2 Router  
A router is an FFD. A router is used in tree and mesh 
topologies to expand network coverage. The function of a 
router is the best way to a destination over to transfer a 
message. A router performs all functions to a coordinator 
except the establishing of the network. 

4.3 Zigbee Trust Center (ZTC) 

The Zigbee trust center is device. It provides security 
management, security key distribution, and device 

authentication. 

4.4 Zigbee Gateway 
The Zigbee is a gateway to connect the Zigbee network to 
another network, such as the LAN, to a performing to 
protocol on version. 

5 LATEST TECHNOLOGY IN ZIGBEE     

The Zigbee technology is a latest technique in includes: 

 Computer network. 

  Emerging technologies. 

 Mobiles. 
 Electronics. 

 Jobs. 

 Computer hardware. 

Zigbee can be implemented in a mesh (peer- to-peer) 
networks   larger   is possible with Bluetooth. Zigbee-
compliant wireless devices is  expected to  a transmit 10–75 
minutes, depending on a RF environment and  power 
output consumption required for a given application, and 
operate in a RF worldwide (2.4 GHz global, 915 MHz 
America, or 868 MHz Europe) bands. The data rate is 250 
kbps at 2.4 GHz, 40 kbps at 915 MHz, and 20 kbps at 868 
MHz the two layers of the protocol (the physical and data 
link layers). other hand, Zigbee aims to a  provide the 
upper layers of the protocol stack (from the network to the 
application layer) for a interoperable to  data interworking, 
security   services, and a range of  wireless home and 
building control solutions. Zigbee to provide 
interoperability compliance testing, marketing of the 
standard for advanced product engineering for a evolution 
of the standard. 

6 WIRELESS SENSOR NETWORK 

Wireless sensor network is a group of spatially dispersed 
and dedicated sensor for   monitoring   and reordering   the 
physical conditions. It is simply being a mobile wireless 
sensor network.  Sensor is nodes are mobile digital signal 
processor for broadband   wireless communication 
application. In important is wireless sensor network are key 
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distribution. Relay data packet a base station. Key 
distribution is an important used in wireless sensor 
network design. The network of small, battery –powered, 
memory- constraint device named in sensor nodes, then the 
capability of wireless communication over are striated 

 

Fig 2: Wireless sensor network 

In the monitoring scenarios the home environment to 
monitor the safety hazards it includes the water gases and 
fire. Sensor technology modern communication technology, 
standard development based (SOC) mainly used in military 
use. R&D physical and network layer to used 
assignment/large stages or theoretical analysis to wireless 
senor networks. 

7 WIRELESS SENSOR NETWORK APPLICATIONS 

 

Fig 3.WSN Application 

Wireless sensor networks is  a sensors like low sampling 
rate, seismic, magnetic, thermal, visual, infrared, radar, and 

acoustic, which are clever to monitor a wide range of 
ambient situations. Sensor nodes are used in constant 
sensing, event ID, event detection & local control of 
actuators. The applications of wireless sensor network 
mainly include health, military, environmental, home, & 
other commercial areas. 
7.1 WSN Application 

 Military Applications 

 Environmental Applications 

 Home Applications 

 Area monitoring 

 Health care monitoring 

 Air pollution monitoring 
 Forest fire detection 

 Landslide detection 

 Water quality monitoring 

 Industrial monitoring 
This is all about what are a wireless sensor network, WSN 
architecture, characteristics, and applications. We hope that 
you have hot a better understanding of this concept. 
Furthermore, any quires are to know about wireless sensor 
network project ideas, please give your valuable 
suggestions by commenting in the comment section. 

8 FUTURES OF WIRELESS SENSOR NETWORK 

 8.1 Future Threads 

To developed are sensor nodes to produce very powerful 
and cost-effective devices, can be used in  a  many 
applications a underwater acoustic sensor systems, sensing 
based  on a cyber-physical systems, time-critical 
applications, cognitive sensing ,spectrum management, and 
security management. The further is a development in   

WSN applications. 

8.2 Cognitive Sensing 

Cognitive sensor networks used to acquiring localized and 
situated information of the sensing environment, to 
deploying a large number of sensors intelligently and 
automatically. Managing to a large number of wireless 
sensors network is a complex task. A significant research 
interest can be a bio-inspired sensing and networking.  
8.3 Management 
The application of low-power wireless protocols is an 
increasing, wireless sensor network future in devices, such 
as wireless keyboards, power-point presenters, cell phone 
headsets, and health monitoring sensors will be a 

ubiquitous. The increased interference and congestion 
within between networks, was because of an 
overlapping physical frequencies. 

International Journal of Scientific & Engineering Research Volume 9, Issue 4, April-2018 
ISSN 2229-5518  

70

IJSER © 2018 
http://www.ijser.org 

 

IJSER



9 WIRELESS SENSOR NETWORK ARCHITECTURE               

     

Fig 4: WSN Architecture 

 The most common is wireless sensor network architecture 
use the OSI architecture model. The WNS includes in five 
layers & three cross layers. The sensor network is used in a 
layers, applications, transport, network, data link and 
physical layer. 

10 WSN SECURITY CHALLENGES 

 We discuss  about the security  issues in  WSN first  of 
constraints  on the requirement for  the  security  and 
different  attacks  at a various   level  in the solutions  in 
WNS. 

10.1 Different Categories 

 Cryptography   techniques. 

 Key management schemes. 

 Secure routing protocol. 

 Secure data aggregation. 

 Intrusion detection. 

 

Fig 5: WNS Secure process 

Security issues in the Wireless Sensor Networks is  the  

Current research and challenges  to the WSNs the security 

issue to a  manage by these categories: cryptography 

techniques, a key management schemes, secure routing 

protocols, secure data aggregation and intrusion detection. 

This following the does not using in wireless sensor 

network   is secures   the process. 

11 DIFFERENT BETWEEN ZIGBEE AND WNS 

 

Fig 6:  Zigbee and WSN Differ 

14 CONCLUSION 

 Zigbee will be an increasingly play an important role of the 
future in computer and communication technology. The 
protocol stacks size, Zigbee 32KB is a one-third of stack 
necessary in other wireless technologies. Zigbee wireless 
network, propose corresponding H/W and S/W design 
methods. This system is a power to monitor and control 
various factors that affect crop production in architecture. 
Hard ware and software support in vendor   are providing 
completely online means set a high performance, reliable 
and secure wireless sensor network used the standard.                          
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